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The World Federation established ity Permanent Monitoring Panel
ow Information Security exactly ten yeary ago, umpressed by tie
growing damage potential looming n cyberspoce. These dangers
were olready very real ot that time, bt un view- of He current;
cwilization~thwreatening dimension of tive cyber Hureat and tire
over-riding role cyber Bsunesy are taking v concerned public
debote, those PMP members of the furst howr can alimost be
credifed witiv a sense of premonition. More than before, we are
today facing o truly planetary emergency. It affects developing
countries no- less than otivers
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The Panel, one of tihe flrst growps un ciaril society world-wide to-

toke o mudti-disciplinary approocie to- the cyber sune, has tried
from tHhe beginning, in the best tradition of Evice, to-develop a
compreensive analysis and strategy for harnessing the thweots i
cyberspace, as s evident from the tite of Uy furst major docwment,
“Toward a Universal Order of Cyberspace’’, and, Huoughout tive
last decade oy concentrated on key Ussnes of cyber security,
especially cyberwor, cybertervorism, and cyber conflict uv general.
Owr analysisy and recommendations hoave uncreasingly crystallizeo
arovnd the concepts of cyber stability and cyber peace, as
evidenced by the Erice Declaration of 2009, and ovur latest
publication, “The Quest for Cyber Peace’’, co—auntivored by Hre

Seceretory Geneval of ITU*

One Lmportant focus of owur work hay been the steady growth of
massive Government interference n the freedom of digital
information by censorship in the Infernet, in violation of
Infernational Law?, - and in contradiction with the sacred tenets
of Evice where we have always defended the free flow of
information as a prevequisite of civilized. societys. The

T wwwsihind/ pub/S -GEN -WFS.01 -1 -2011

2 ln partiendar, un the Universal Declaration of Human Rights (“UDHR”), the
International Covenant on Civil and Polifical Righty (“ICCPR”) and tire
International Covenant on Economic, Social and Culturol Rights (“ICESCR’)
protect the right of anybody to- receive and mpoirt information of all types,
regorddess of frontiers and thurouglh any chrosen medimm

3 “AW governments shhoudd make every effort to- redunce or eliminate restrictions
on trhe free



3
consequences of comprehensive censorship — cyber repression - are
grane and carnot be overestumated. Citizens are cut off from
umportant benefits of the information age, and receive a skewed
view of world reality, condemning Hem to- political immaturity.
Mossine cyber repression con alter the collective stote of mind of a
nation. The grovuty of massive information suppression Uy at por
witiv otiher varianty of cyber crime and cyber conflict wnd Hauy
rightly un the purview- of our work: Moreover, cyber repression ity
hardest i deneloping comntries wirich tend to- have lesy elaborate
legal and judicial systems, and wirere antrhoritorian structures are
more widely spread and more persistent: Developing cowntries
would be tie greatest beneficiaries of Hie free acqguisition of
knowledge and free access to- commumnication. Owr work ovw cyber
repression thus fity poartiendarly well withvin the general theme of

AW governments need to- lhawve an eye on lntfernet contents for
reasons of ordye public: There must be control to- cut owt chuilo

flow~ of information, eas and people’’ Erice Statement 1982. “ AW governments
shoulad

recognize tHhat infernational law- guarantees Hhe free flow- of information and
wleas; trese

Juarantees also- apply to- cyberspace. Restrictons should be as necessary ano

accompanied by o process for legal resiew®’ Erice Statement on Principles for
Cyber

Stability and Cyber Peace, 2009
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pornogrophy, violation of uintellectual property rights, uncifation to-

crume, racial hatred and anarcly. But uv owr earlier work we
howe beew precise v providing o yordstick for allesiating te
tension between freedom of expression and dlegal repression: The
criteria B the existence of clear legal prescription, respecting the
International Covenonty of Human Rightsy and Freedom of
Expression, and. access to- independent legad review: Cyber
prerequisites: No- further definition iy needed n His context: Cyber
repression W by no- meany He preserve of developing coundtries that
have inadequate demotratic credentlals. Many otiver countries are
for from bunocent:

The PMP hay gone public withv Uy undictment of cyber repression
Huree times v the last years: At tie 2005 session of te World
Suwmmit one Hae [nformation Society we supmitted a docuwment
“Information Secwnrity wv tive Condext of tive Digutal Dlde®’. Some
of Uy recommendations are directed at He “Dendal of information
access thawroughv Infernet flltering”. The case against cyber repression
has again been made in o book we published jountly withv the
EastWest lnstitute un 20105, Finally, this mode of infringement of

4 Docwment WSIS -05/TUNIS/CONTR/O1-E
S wwwsewl unfo
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“The Quest for Cyber Peace’’, wiere ot  clearly uindicated that

cyber repression s incompatible witiv cyber peaces.

If | wndertoke today to- revisit the probplem, there are alarming
reasony to- do- so- Especially un the last two- yeary the situation
world-wide hay deteriorated botiv guantitatively and
guolifotively. That must spur ovar anadysis, but also- our Huinking
W actlon ferms; owr former operative recommendations must be
strengtirened.

One reasow for the rapld, substantial worsening of the situation
the growtiv process i digutol techunologies; anotiver b the recent
emergence and phenomenal growtn of tie “new- sotlal networks’’.
Snce we furst worked on e topie in 2004, He number of-
computersy world-wide has more than doubled, and access to-tie
Internet via brood bond Ivas grown exven more steeply. There are
wereasingly on-line capable; at the some tume, fixed and mophile
techunologies conwerge. The adwent of the mobile [nternet and
wteractive Web 2.0 optiony inereasingly permeate the oeseloping
world as well.

At least since 2010, the New Media have flrmly establisived Heir
role, together witv the lnternet and mobile pirones, ay novel and

e AW PMP docwments are also- availaiple ot iy wepsite wwwsunipw-de/ nfoseciwr
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mighty moblization and news trovsmission tools. The new-

networks, were witlally designed for “social’ purposes, to- allow-
people networking and social uintferaction. But i the process tiey
hawve developed wnprecedented group dynamics, beyond mere
communication anod kinowledge acguisition. The figuresy are
astounding. By May 2011, Facehpook had 600 million (1) members
who communicate un 70 languages, helped by 50.000 servers.
Twitter wsers now number close to- 200 mllion (175 by September
2010) wiro- emit corresponding millions of “tweets’’. YouTube
receines an aaerage of 2 hbidlion (1) vty daidy (U exceptional
momentsy wp to- 7 bllion). The resudt i o trne explosion of tire
nwmbery of stakelolders v tive unformation process, and of the
potential for collective action.

| do- not intend to- joun the current lively debate about to- wirich
hawve contributed to- the current Muddle Eastern revolutions,
stoarting witn the 2009 lromdan winrest: Some see thve networks as
the new- “Uberatory’, novel tooly of demotratization, profoundly
reshvaping owr political processes and their unstont
communications; otivers are more sceptical and warn of “Hie Net
Uision”. But it s certain that the empowerment effect is
covsiderable. And it i double, since e new- networks can also- be
wsed by authoritorian governments to- relay regume propagandoe

7 And new nferaction networks are springing we by the day, ay for nstance
”govgb&i—”.
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and enforee repression: The new media “between revolufion and

repression®’’!

The overall effect of the commumnication and unformation
explosion of the last few- yearsy b v any event that governments
wishing to- establisiv or maintain control over their citizens and
Hielr access to- information, and to- stem bnstabidity and Hhureats to-
theur system, haae to- cope witiv a new- dmension of He repressiove
proplem. Thiy translates, un Hie practice of He last years,
especially the last two- years, unto- more repression anoe new-
repressinve techinaigues.

The factual basis for observing tHhus sad process exists: There are
several orgoanizotions, unclunding from academia, thot operote
observatories world-wide, entify and. document cases, and report
out L theinr comprehensive Internet pages: The most prominent
oney — there are many otivery - , adimirable un Heir tivoroughness,
professional rigor, and spread of research, are Freedom Howse,
Reportery Withowt Borders, and the OpenNet Iniflatives. They
puplisiv rankings of the governmental repressors on wiom tey
collect information. Freedom House publishes annunal reportsy on
Freedom on tive Net: On the basis of a detaided score table, Hie

& Reporters Withowt Bovdery, 2011 Report
7 www:freedomihowse.org; wwwirsforg; http://openinetinitiotive.net
. To- be mentioned also are the Global Network Initiative,
Wtte:/ / globalnetworkinitiotive.org
anol Amnesty lnternational.
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http://globalnetworkinitiative.org/
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orgamnization alloty an Intfernational Freedom Statuy designation. [

s 2011 report, U ranks 11 countries ay “not free’’, and 19 agy only
“portly free’’. Reportery Withowt Bovders lhhas a category of “Enemies
of the Internet’ wihere 10 countries are Usted (Hrey are essentially
similowr to-the “not free’’ Uist of Freedom Howse), 16 other cowntries
ore placed “wnder surveiddlonce’’. These Usts comprise only the
main offenders, on whom reliable information b available:. Their
geograpiical distribution i depicted i the two attacihed maps.
content, but many countriesy go- beyond. Intensity varies, but on Hre
basiy of the exiusting material one can assume Hhat governments of
more than 60 countries proctice some form of censorsiip anod Hat
move than 25% of the current world population — Reportery
withvowt Bovoers speaks of one thirdl — live under censorsiiip, - o

stoggering recorok

Yet U Uy not so- much the nmumber of censoring countries — ano tHuns
of popuwlation — Hhat lhay unereased, but the ntensity of control,
onds Hie number of new- repressive techunigues employed

I owr earlier work we concentrated our analysisy on the censnring
fechumigue of content flterung by adwvanced rouwters, relyung often
wupown foreign servers to- wutoll Hhe corresponding software, and Hen
block sitesy and practice surveidlonce; we were opendy eriftical of
wihat we saw as profut-oriented alding and abetting un violation of
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practiced ot a massive scole by most repressive governments, - ano
avngmented. i period of unrest and Government nervounsness -, bt
He shift away from the traditional www~ to- new applications hay
olso- motvated a partial shift from content fltering and site
blocking to- new methody: At the same tume, many developing
countries are advancing un theur oww futer fechunologies and are
toking the server structure intfo-thelr own handy, tHhas depending
less ov foreign software techunology umporty and e readiness of
foreigw Internet service providers to- obhey their repressive ovoers.
These new- national nfrastructures, often lhughly centralized,
easily turn indo- Big Brother, Orwellian control mechanisms:
However, the pressunre on foreign service providers has olso- notably
groww U some countries, thus heighvtening telr etivical dilemimas:

Many repressor covntriesy have responded to- tive growtiv un the
number ande nature of information stakeholdery by a noticeabple
acceleration of reactions to- the appeoronce of undesirable sites,
oand by stututionalizing Heir censoring agencies, — Uv some cases
these ave hunge, and technically competent: These countries tend to-
move from intfermittent inferferences to- a munchv more unfensive,
agUe ande ntrusinve system of control. More sifes are being
controlled and interfered withv, and sanctiony become more severe.
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Generally speaking, U can be observed Hhat repressor governments

move from whole-sale blocking and shutting down of certain sites
to- individual persecution. Massive, clearly divecteo DDoS attacks,
espionage, defacing of individual pages, phishing, passworo theft
falsification of information and sites supplement general filtering.
These attacks are often performed,, at State behest, by hired non-
State hackers: The havassment and tervor effect of these
individualized attacks is clearly designed to- muzzle dissident

One ncreasingly frequent fechunigue v the temporory slow—down
U band~widtiv speed (total, or geograpirically luimited), witiv the
effect that blg doto packets, photos and videoy can no- longer be
received or sent: This strotegy B unereasingly applied i periody of
turmoil — or expected turmoil — and political tension, Like
recently un tve Middle East: Ay hag beew observed, in cowntries
Uke lraw, but also- Egypt at the tHime of wnrest; “connection speeo
has become te barometer of o country’s political and social
sUtuatlonto”. At tumes, Hils techmigue s accompanied by jomming
or a shaut-down of cell phone networks in relevant areas.

Blogsy and He new- social networks, as the perceinved main agenty of
wndesired political actvity, are preferred targety of the new wone
of cyber repression. Prominent bloggers are indiidumally persecuted

10 Reporters Withowt Bovders, Marciv 2011 Report, 5
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andl costigated withv shut—downy. Bloggery recewe personal tureats:

The hWistory of totod, or just-un—tume, blockingy of Twitter, Facehpook
and tive Lke v long; often Hese shut-downy ave tumed to- counciole
witv periods of wnrest: The techunology and case history of these
shunt—downgy will be dealt witiv un more defoil i anotirer
presentotion U iy session: Repression of He New- Media iy
pairtiendarly grove as, beyond flltering owt unformation and
lwmiting wnditdual exclhranges of opinion, b umpedes the
operotfiow of o new uninverse of collective opinlon~forming and
mopilization.

There W often ruthdess criminal persecution of cyber “offendery’.
Key repressor cowntries have a dedicated cyber police wiro
wtumidate and thwreatew, but also- act: Arvests of bloggery and.
“netizeny’’ i the key repressor countries continmne unaboateol
Reporters withowt Bordersy keep track: as of Marchv 2011 tirere were
119 perpetrators un jail, including 2011 Nobel peace prize winner
Luw Xiaoho: lnw lran, Hhere hhave been e furst condemunations to-
deativ. Moy of Hhe police actiony are directed agoinst usery of e
New- Media, as they are perceived to- be the principal virtual
meeting place of adolescent political dissenters: ln one of owr
earlier docwments we unabosieddy asked to- wivat extent foreigw
softwonre produrcers and service providers are — divectly or
wdrectly — responsible for tihese “cyber criminaly’’ to-be
denovnced and condemmned.
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Anotirer new feature of the cyber repression scene s that repressor
governments do- not content themselves withv umpeding uwndesivable
information traffic and enact reprisals, but move to- affirmative
action. The new battle (s about manipulation of information,
Repressive governments increasingly and proactively use te new-
social networks for massive propaganda and distortion of facts to-
cownter the Facepook and Twitter effect: Here again, Hre duplicity,
e ambivalence of new techunologles, un Hilys case Hie social
networks, shhows clearly.

Owr PMP has alwayys tHhouwght that woiling and denowncing uv Hhe
face of a common el iy not enough we hawve always placed ovr
recommendations, o time-proven Erice recipe. Many of tive afore-
named orgondzations tHhot ave admivaiple U their analysis and.
volce their revolt; fall to- proceed beyond that passive stance.
However, Hie worsening sitnation of cyber repression makes action

more necessary than exver

[ will Hhuas briefly review- tihe action plon wirvie hvas been port of
owr earler docmwments, and will try to- indicate wirere owr

operational optlons can be reinforced, and wirat else we can do-
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Action can and showld be faken by civil society — the articulate

lobby for a Free Infernet - , by undwstry, by governments, and, —
most important — by the nfernational community. Owr earlier
docwments Lst He ovganizotions Hhat strve for freedom of
expression U the Internet, denownce He wrongooers, sensitize
public opinion, and help the victumy of cyber repression by
software and the Uke. This assistonce W effective wirere tive
“traditional’’ filtering methods are used, but camnot cope withv tie
new- fechunigunes repressive governments apply, - especially wiven
there are shut-downs, reduction of bandwidtiv speed, large-scale
manipulation of information, or individual attacks and reprisols.
Yet, the efforty of the Internet lobhy are praisewortvy, and tivere
showld be more mopilization, especially v many countries not yet
wwolved, to- joun or do- Likewise: The OpenNet nitlative and Hre
Global Network Initiative are among those deserving particudarly
strong support:

Governmenty con do- o lot: The US Government sy exemplary n ity
support for Internet freedom which includes the creation of the
Global lnternet Freedom Task Force and the provision of funds for
oassisting fllfer circuwmwentlon techunologles: The Ewropeon Union
doesy not accept export of fliter softwore technologies fo- repressor
cowntries. Indeed there should be global export controls for this

prrpose.



14

The principal areas wirere more action should be deployed are tire
public arenas of the International Community: intfernational fora
onds international organizations: Proctically the enture world
community hay subscribed to- the Universal Declaration of Human
Righty and the two- International Covenants, thas conwerting tive
principle of freedom of expression into- international law of
general validity. They all share a common responsipiity. It s
thelr duty collectively to- respect; protect; promote and fulfil
huwman righty, inclunding tire freedom of expression. We shoulol
therefore urge move strongly — and bring thiy to- our governments -
that the struggle agaivut cyber repression be carried unto-
wnternational orgovuzations tivat hhave o calling i Hus frelo A
call from Hre World Federation of Scientists to- s effect conlo
make a dfference and produrce tmpact.

I owr earlier docwwmenty we hawe discunssed tive proy and cons of
each one these relevant international bodies: We hane also- argued
Hhat an infernational complaint procedure of He “comply or
explain’’ ~type be ntroduced that, - ay direct sanctions are not
feasibple - would unereasingly put international pressire and
opprobrivm ow repressive Governments: I the inferest of breaity, |
will only refer to- these texts and will merely Uist thve organizationsy
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The World Suwmmit ow the lnformation Society. We brougiht

the case

to- e 2003/2005 First Summit: I+ did not take wp v
proposals for

pertinent resolutions, but in Uy Geneyva Declavotion of
Principles lhhay

strongly affirmed extont nternational law- on freedom of
expression. Governments shhoudd buidld ow that to- introdunce
tihe topie nto- the agenda for tie forthveoming 2015 Second
Swmmumdt:

The Internet Governonce Forum

UNESCO as, by Uy founding act; the unique untfernational
guardian

of freedom of information, and, un additlon, mandated by
e WSIS

(and the UNGA) to- deal witiv the topics of “Access to-
Information ano

Knowledge”’, and. the “Ethuical Dimension of the Internet’
The UN Human Righty Council ay Hhe special body dealing
withe violationy of Hie International Covenant ove Civil and
Political Rightsy

wihichv cyber repression violates; U cowlo establisiv the
suggested. complaint procedunre, and/or unclude the topic of
Internet Freedom and censorsivip i the statutory Universal

Periodie Reatew Process.
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e Finally, the UN Human Rights Committee which is entrusted

witiv
perodie country reviews: These shouwld v tive future unclnde

Internet Freeodom.

A Posteript:

Wikdeaks vs. Government Controls

When this presentation was commissioned, the problem of
Wikidleaks v

Government Control also flgured. i Hie assignment: Ay | hawve not
treated U U e body of the text; a brief supplementory note ovw o
might be Ln oroer.

Discunssing Wikideaks, and especiolly Hre recent massive release of
confludential government papers, predominantly from tive US
Government, U not, properly speaking wuthun the purview- of tHus
presentotion. no- repressive government has been ot work, and
deyeloping cowntries and their legal systems are not uwolyved: (o
foct; the leaks concern some of the freest countries i the world,
wiere, un addition, legal procedures are available to- enforce
Freedow of Information (e.g. under tie US Freedowm of Information
Act).
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But the Wikileaks case does, un fact, pose the guestion of the

nderent tension between puplic ovder and secunrity on the one
side, and totolly unbridled openness on the otiver. From the
viewpoint of the Erice community, the Wikidleaks perpetratory hhave
promoted freedom of information and expression, and have Hans
done sometiving positve. Most of the uinformation, n addition, doey
not apporently affect Stote security or, v most cases, betray
essentlal State secrets; most of the effect has been no- more thaun
embarrossing and. damaging to- the prestige, of not the vanuty of
Hrose wiro- would have preferred to- presevve confldentiality. Ay
some of the material uncovery Ulegal practices by a government, -
for example, corruption cases un Hungary or Tunisia - addifional
healtivy effects may hawve occwnrred, and wv some contexts opposition
forces may have benefitted.

But Hus positive assessment hay to- be nunanced i two- important
ways: From an information security standpoint, tivere are probobly
massive elements of interference witiv e [nfernet and. computer
systems (Uegal interception, dato inferference, system Unferference),
If there wos printed materiol — or any otiver material, like a CD
Rom - uwolved, the perpetrotors have committed theft: There may
affected (eg. intellectual property rights). Fuurthermore, for some
poat of the material, State secrety may hove been wwolved: thuiy has
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been claumed by the Avstrolion Government, and the Egyplonage

Act may apply for the US f protected secrets hanve been disclosed
withvin the cowntry. A detaided analysis i e Uight of eaci
national legal system would be necessary to- determine wiretiver
penol laws apply. Government wuidery witiv anthorized access —
ke Pfo. Mavwuing n the recent Wikidleaks disclosure — may be
subject to- dsciplinary or even penal sanction Uf classified
unformation was revealeock

The other nuance B more of a philosopirvical nature. Society s
made wp of competing goods, thisy competition cannot be resolved n
o onee~for ol way but reguires Hhe earnest searciv for acceptable
equilipria. When State documents are bwolved Hie tension,
refevred to- above, between secvwrity anod indinvidual Uberty tokes on
a special twist: Statecraft, even beyond the formal gualification of
Stote secrets, requiires o moargn of confldentiality to- be effective;
needs. Statecraft ond totol travyparency are not compatible, and
for stotecroft not to- be wrecked, some lmits to- tramsporency munst
be preserved. Coall U maturity? Respovrusiblity? Patriotism? [n Haly
perspective, Wikidleaks cannot endure withv Uy present absolute

guest for total travsparency. Already, o hay done damage.

The consequences wlll possily resudt b more damage. If Wikileaks
does not mend U ways, Governments will become more restrictive
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v theur information policy, damp He stomp of “State Secret’ on
movre, otherwise nocunows documents and restrict the freedom of
unformation and. opinion of wiich we, members of open
demotirratie systems, are justly prowd.



